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Introduction 

As a leader in the next-generation of data leakage prevention solutions that enable greater 

visibility and control through Information Flow Managementϰ, Fidelis Security Systems has 

invested hundreds of man-years developing a patented architecture and a family of solutions 

that can decode, analyze, and apply policies to information in motion.  Most of the Fidelis 

Extrusion Prevention System®, Fidelis XPSϰ products are designed to operate on information 

that is flowing through them on a network.  The Fidelis XPS Connect products, however, are 

designed to operate on information that is sent to them by an application or system that wants 

to leverage Fidelis XPSΩ ŘƻŎǳƳŜƴǘ ŘŜŎƻŘƛƴƎΣ ŎƻƴǘŜƴǘ ŀƴŀƭȅǎƛǎ, and policy capabilities.  The Fidelis 

XPS Connect products make these capabilities available to external applications as a network 

based service using a protocol called the Simple Content Inspection Protocol (SCIP).  Using 

Fidelis XPS Connect and SCIP, application developers and system integrators can add content 

awareness to applications quickly, easily, and with minimal development effort. 

This paper will discuss the Fidelis XPS architecture and the SCIP protocol in sufficient detail to 

enable solution architects and programmers to design and implement content-aware solutions 

that leverage XPS Connect and SCIP. 

 

Fidelis XPS Architecture 

! ōƭƻŎƪ ŘƛŀƎǊŀƳ ƻŦ CƛŘŜƭƛǎ {ŜŎǳǊƛǘȅ {ȅǎǘŜƳǎΩ patented Deep Session Inspectiƻƴϰ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛǎ 

shown in Figure 1.   

 

Figure 1 - Fidelis XPS Architecture 
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The Fidelis XPS architectureτ5ŜŜǇ {Ŝǎǎƛƻƴ LƴǎǇŜŎǘƛƻƴϰτis implemented across the range of 

the Fidelis XPS products - no individual product implements every component of the 

architecture.  In general, the components shown in blue are implemented in the Fidelis XPS 

άǎŜƴǎƻǊέ ǇǊƻŘǳŎǘǎ ŀƴŘ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ǎƘƻǿƴ ƛƴ ƎǊŀȅ ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ CƛŘŜƭƛǎ ·t{ 

management console products.  The Fidelis XPS Connect proŘǳŎǘ ƛƴŎƭǳŘŜǎ ōƻǘƘ άǎŜƴǎƻǊέ ŀƴŘ 

άƳŀƴŀƎŜƳŜƴǘέ ŎƻƳǇƻƴŜƴǘǎΦ 

The Fidelis XPS architecture has been purpose-built to apply policies to information and 

applications that are flowing over the network and to do so in real time.    Additionally, it 

collects statistical metadata about the information flow.  A key aspect of the Fidelis XPS 

architecture is its ability to decode and analyze applications and information continuously in real 

time, while they are traversing the network, and to make a policy decision and take an 

enforcement action before the network session has completed.  This enables the Fidelis XPS 

products to prevent data leakage on all network ports unilaterally (without requiring external 

proxies or gateways) and to scale up to multiple Gigabits per second of analyzed throughput.   

Information can enter Fidelis XPS products in a number of different ways.  The Fidelis XPS 

Connect and XPS Connect+ products accept information via a network-based protocol called the 

Simple Content Inspection Protocol (SCIP).  The syntax and semantics of the SCIP protocol are 

discussed in detail later in this paper. 

Information that enters the system in the form of an encoded document (e.g. as a Microsoft 

Word file, a PDF document or a ZIP file) has to be decoded before its content can be analyzed.  

The Fidelis XPS architecture includes purpose-built document decoders that can decode 

formatted documents and extract the content of interest regardless of how many times the 

content has been embedded, nested or compressed.  The Fidelis XPS document decoders are 

also unique in their ability to begin decoding documents before they are fully accumulated.  This 

capability, known as partial document decoding, is essential for real-time data leakage 

prevention. 

Once a document has been partially or fully decoded, its content can be analyzed.  The Fidelis 

XPS architecture includes a number of content analyzers that can be used individually or in 

logical combinations to identify sensitive information.  The architecture includes content 

analyzers that can identify: 

 CƛƭŜǎ ƻŦ ŀ ŎŜǊǘŀƛƴ ǘȅǇŜΣ ōŀǎŜŘ ƻƴ ǘƘŜ ŦƛƭŜΩǎ ŀŎǘǳŀƭ ōƛƴŀǊȅ ǎƛƎƴŀǘǳǊŜ ǊŀǘƘŜǊ ǘƘŀƴ ƛǘǎ ŦƛƭŜ 

extension; 
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 Files with certain names; 

 Files that contain embedded images; 

 Documents that are encrypted, or encrypted with certain attributes; 

 Documents whose whole or partial content has been previously registered as 

sensitive; 

 Information that contains a single keyword, a weighted list of keywords, an un-

weighted list of keywords (a dictionary) or a sequence of keywords; 

 Information that matches a regular expression; 

 Personal identity information such as names, social security numbers, credit card 

numbers, dates, addresses, etc. 

 

The Fidelis XPS architecture includes a powerful and flexible policy engine that is used to define 

and enforce policies on the applications and information that are flowing over the network.  The 

policy engine consists of profiles, rules, and policies where: 

 A profile όǎƻƳŜǘƛƳŜǎ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ŀ άŦƛƴƎŜǊǇǊƛƴǘέ ƻǊ ŀ άǘǊƛƎƎŜǊέύ describes a certain 

type of information (content) or a certain network context.  There are three types of 

profiles:  content profiles, channel profiles, and location profiles.  A content profile 

describes a certain kind of content using the content analyzers discussed above.  A 

channel profile describes a certain kind of network communication using a wide 

range of network, session, protocol, and application level attributes.  A location 

profile describes a network location such as an IP address, an IP address range, a 

geographical location (based on geo-IP address information), or a user identity. 

 A rule is an object that contains a condition and an action to take if the condition is 

true.  The condition is a logical (Boolean) combination of profiles.  The action is 

somewhat product-dependent but includŜǎ ŀŎǘƛƻƴǎ ƭƛƪŜ άŀƭŜǊǘέΣ άǇǊŜǾŜƴǘέΣ άŀƭŜǊǘ ŀƴŘ 

ǇǊŜǾŜƴǘέΣ άǉǳŀǊŀƴǘƛƴŜέΣ άǘƘǊƻǘǘƭŜέΣ άǊŜ-ǊƻǳǘŜέΣ ŜǘŎΦ  ! ǊǳƭŜ ŀƭǎƻ Ƙŀǎ ƻǘƘŜǊ ǇǊƻǇŜǊǘƛŜǎ 

such as a name, a severity level, a summary description, and the like. 

 A policy is a group of rules that can be assigned to a particular Fidelis XPS sensor.   
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Fidelis XPS Connect and XPS Connect+ 

The Fidelis XPS Connect products were designed to make certain elements of the Fidelis XPS 

architecture available to external applications over a simple, network-based application 

programming interface (API) called the Simple Content Inspection Protocol (SCIP).  By using 

Fidelis XPS Connect and SCIP, enterprises can leverage Fidelis XPSΩ ŘƻŎǳƳŜƴǘ ŘŜŎƻŘƛƴƎΣ ŎƻƴǘŜƴǘ 

analysis, and policy engine technologies to add content awareness to applications quickly, easily, 

and with minimal development investment. 

There are two products in the Fidelis XPS Connect product family:  Fidelis XPS Connect and 

Fidelis XPS Connect+. 

Fidelis XPS Connect is a standalone, integrated system that contains both a sensor component 

and a management (Fidelis XPS CommandPost) component, as shown in Figure 2. 

 

Figure 2 - Fidelis XPS Connect Architecture 

It is important to note that the Fidelis XPS CommandPost function that is integrated into Fidelis 

XPS Connect can only be used to manage its own local Fidelis XPS Connect sensor - it cannot be 

used to manage external Fidelis XPS sensors.  Conversely, the sensor component of Fidelis XPS 

Connect can only be managed by its local CommandPost function - not by external Fidelis XPS 

CommandPost systems.  Fidelis XPS Connect is a good choice for applications where only one 

Fidelis XPS Connect sensor function is required, no other Fidelis XPS sensors are involved, and 

the performance requirements are moderate. 

Fidelis XPS Connect+ is a high performance system that contains only a sensor component, as 

shown in Figure 3.  Fidelis XPS Connect+ does not contain an integrated management console, it 
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must be managed by an external Fidelis XPS CommandPost system.  Fidelis XPS Connect+ plus is 

the right choice for applications with high performance requirements and applications where 

multiple Fidelis XPS sensors need to be managed by a single Fidelis XPS CommandPost.     

 

Figure 3 - Fidelis XPS Connect+ Architecture 

 

 

The SCIP Protocol 

SCIP is a simple, lightweight, text based, client/server, request/response protocol that runs over 

TCP or TLS transport.    It is very easy to implement, very efficient, and supports the transfer of 

binary data. 

The SCIP protocol occurs between a SCIP client and a SCIP server.  The SCIP server is a Fidelis XPS 

Connect or XPS Connect+ system.  The SCIP client is a system or application that wants to utilize 

the document decoding, content analysis, and policy services offered by the SCIP server.  In a 

normal SCIP transaction the SCIP client opens a TCP or TLS connection to the SCIP server and 

sends it one or more blocks of data.  The SCIP server decodes the data (if necessary), analyzes it, 

applies its policy logic to it, and returns a policy result to the SCIP client.  The SCIP client then 

enforces the policy decision in whatever way it chooses.  The relationship between the SCIP 

client and the SCIP server is shown in Figure 4. 
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Figure 4 - SCIP Clients and Fidelis XPS Connect 

 

SCIP Transactions 

A SCIP transaction όƻǊ ά{/Lt ǎŜǎǎƛƻƴέύ consists of a SCIP request and a SCIP response contained 

within a single TCP or TLS connection.  In a SCIP request, the SCIP client sends one or more 

blocks of data to the SCIP host for analysis.  The SCIP host decodes and analyzes and returns a 

policy result for each data block received from the client. 

! {/Lt ǊŜǉǳŜǎǘ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ƻƴƭȅ ƻƴŜ Řŀǘŀ ōƭƻŎƪ ƛǎ ƪƴƻǿƴ ŀǎ ŀ άǎȅƴŎƘǊƻƴƻǳǎ {/Lt ǊŜǉǳŜǎǘΣέ ŀƴŘ 

the transaction that contains it ƛǎ ƪƴƻǿƴ ŀǎ ŀ άǎȅƴŎƘǊƻƴƻǳǎ {/Lt ǘǊŀƴǎŀŎǘƛƻƴέΦ  ! ŘƛŀƎǊŀƳ ƻŦ ŀ 

synchronous SCIP transaction is shown below in Figure 5. 

 

Figure 5 - Synchronous SCIP Transaction 
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! {/Lt ǊŜǉǳŜǎǘ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ƳƻǊŜ ǘƘŀƴ ƻƴŜ Řŀǘŀ ōƭƻŎƪ ƛǎ ƪƴƻǿƴ ŀǎ ŀƴ άŀǎȅƴŎƘǊƻƴƻǳǎ {/Lt 

requesǘΣέ ŀƴŘ ǘƘŜ ǘǊŀƴǎŀŎǘƛƻƴ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ƛǘ ƛǎ ƪƴƻǿƴ ŀǎ ŀƴ άŀǎȅƴŎƘǊƻƴƻǳǎ {/Lt ǘǊŀƴǎŀŎǘƛƻƴέΦ  

In an asynchronous SCIP transaction, the SCIP client sends a number of SCIP request data blocks 

to the SCIP server over the same TCP or TLS connection.  The SCIP server decodes and analyzes 

the data blocks and returns a SCIP response block for each SCIP request data block received.  It 

is important to note that the SCIP server may not return SCIP response blocks in the same order 

in which the corresponding SCIP request data blocks were received.  The SCIP protocol includes 

a mechanism that enables the SCIP client to associate a particular SCIP response block with a 

particular SCIP request data block (the FileID parameter, discussed below). 

 

Figure 6 - Asynchronous SCIP Transaction 

 

 

SCIP Requests 

A properly formatted SCIP request must begin with a SCIP request start-line and must contain 

exactly one SCIP request start-line.  The SCIP request start-line is: 

SCIP 0.2 mode content  

 




































