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Introduction

As a leader in theext-generationof data leakagepreventionsolutions that enable greater

visibility and control thoughInformation Flow Managemenmt, Fidelis Security Systems has
invested hundreds of mayears developing a patented architecture and a familgadfitions

that can decode, analyzand apply policies to information in motion. Most of the Fidelis
Extruson Prevention System®, Fide{iB& products are designed to operate on information

that is flowingthroughthem on a network. The Fidelis XPS Connect products, however, are
designed to operate on information that is seéntthem by an application or syet that wants

to leverage FidelZP® R2 OdzY Sy & RS O2 R &and Holicy @ gaffililies.y Tihe Ridglis f & a4 A &
XPS Connect products make these capabilities available to external applications as a network
based service using a protocol called the Singaatent Inspection Protocol (SCIP). Using
FidelisXPS Connect and SCIP, application developers and system integrators can add content
awareness to applications quickly, easiigd with minimal development effort.

This paper will discuss the Fidelis XRRitecture and the SCIP protocol in sufficient detail to
enablesolution architects angrogrammesto design andmplementcontent-aware solutions
that leverageXPS Connect and SCIP

Fidelis XPS Architecture

I 0f 201 RALF3INI Y 2 7FpariddBSeepSessidnInSathni & NIBKAAGIISSYGdzNS
shown in Figurd.
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Figurel - Fidelis XPS Architecture
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The Fidelis XP&chitectura 5 S S LI { Sa & A 2tyisinip¥raehd&i@cros<Lthe mange of

the Fidelis XPS productao individual product implementsvery component of the

architecture. In general, the components shown in blue are implemented in the F&RSis

GaSyaz2NE LINPRdzOGA FYyR (KS O2YLRySyida akKz2gy Ay 3l
managementonsoleproducts. The FideldPSConnecproR dzOiG Ay Of dzZRSa 0620 K &aasSy
GYlFyYylFr3asSySyi¢ O2YLRySylGao

The FideliXPSrchitecture has been purpoguauilt to apply policies tanformation and

applications that are flowing over the network and to do so in real time. Additionally, it
collecs statistical metadata about thenformation flow. A key aspect of the Fidelis XPS
architecture is its ability tadlecode and analyze applications and information continuously in real
time, while they are traversing the netwodnd to make a policy decision ankéan

enforcement action before the network session has completéls enables the Fidelis XPS
products to prevent data leakage on all network ports unilaterally (without requiring external
proxiesor gateway3} and to scale up to multiple Gigabits pecsed of analyzed throughput.

Information can enteFidelis XPS produdts a number of different waysTheFidelis XPS
Connect and XPS Connect+ productseat information via aetwork-basedprotocol called the
Simple Content Inspection Protocol (SCIHjesyntax and semantics of tH&CIP protocare
discussed in detail later in this paper

Information that enters the system in the form of an encoded document (e.g. as a Microsoft
Word file, a PDF document or a ZIP file) has to be decoded befoonitnt can be analyzed.

The Fidelis XPS architecture includes purgms# document decoders that can decode

formatted documents and extract the content of interest regardless of how many times the
content has been embedded, nested or compressed. Tdai§XP3locument decoders are

also unique in their ability to begin decoding documents before they are fully accumulated. This
capability, known as partial document decoding, is essential fottireal data leakage

prevention.

Once a document has beeangially or fully decoded, its content can be analyzed. The Fidelis
XPS architecture includes a number of content analyzers that can be used individually or in
logical combinations to identify sensitive information. The architecture includes content
analzers that can identify:

e CAfSa 2F | OSNIIFAY (éL)lSs oFlaSR 2y GKS FTAfSQ
extension
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¢ Files with certain names
¢ Files that contain embedded images
¢ Documents that are encrypted, or encrypted with certain attribgites

¢ Documents whose whole or partial content has been previously registered as
sensitive

¢ Information that contains a single keyword, a weighted list of keywords, an un
weighted list of keywords (a dictionary) or a sequence of keywords

¢ Information that matchs a regular expression

e Personal identity information such as names, social security numbers, credit card
numbers, dates, addresses, etc

The Fidelis XPS architecture includes a powerful and flexible policy engine that is used to define
and enforce poligs on the applications and information that are flowing over the network. The
policy engine consists of profiles, rulesd policies where:

e Aprofle6 32YSGiAYSa NBFSNNBR (2 describesaaefding 3 S NLINRA Y
type of information (contat) or a certain network context. There are three types of
profiles: content profiles, channel profileand location profiles. Aontent profile
describes a certain kind of content using the content analyzers discussed above. A
channel profiledescrites a certain kind of network communication using a wide
range of network, session, protogaind application level attributes. lacation
profile describes a network location such as an IP address, an IP address range, a
geographical location (based onagyd® address informationdr a user identity.

e Aruleis an object that contains a condition and an action to take if the condition is
true. The condition is a logical (Boolean) combination of profiles. The action is
somewhat producdependentbutinclu¢ a | OGA2ya fA1S alfSNIé¢x a
LINEB@SyYyGés aljdzr NI-NEdzySEY SURRNRIGT SHAS aINBa2 K
such as a name, a severity level, a summary descri@ihthe like.

e Apolicyis a group of rules that can be assignedtparticulaf-idelisXPS sensor.
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Fidelis XPS Connect and XPS Connect+

The Fidelis XPS Connect products were designed to make certain elements of the Fidelis XPS
architecture available to external applications over a simple, netvbaided application

programming interfac€API)called the Simple Content Inspection Protocol (SCIP). By using

FidelisXPS Connect and SCIP, enterprises can leverage KRflis R2 OdzY Sy i RSO2RAy3IZ
analysisand policy engine technologies to add content awarenespieations quickly, easily

and with minimal development investment.

There are two products in the Fidelis XPS Connect product family: Fidelis XPS Connect and
Fidelis XPS Connect+.

Fidelis XPS Connect is a standalone, integrated system that contains @tisor component
and a management{delisXPS CommandPost) component, as shown in FRjure
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Figure2 - Fidelis XPS Connect Architecture

It is important to note that the~idelis XP6ommandPost function that is integratedarFidelis

XPS Connect can only be used to manage its ownHRatzlIsXPS Connect sensdt cannot be

used to manage external Fidelis XPS sensors. Conversely, the sensor compbitktisiPS
Gonnect can only be managed by its local CommandPostitm- not by external Fidelis XPS
CommandPost systems. Fidelis XPS Connect is a good choice for applications where only one
FidelisXPS Connect sensor function is required, no other Fidelis XPS sensors are involved, and

the performance requirements amoderate.

Fidelis XPS Connect+ is a high performance system that contains only a sensor component, as
shown in Figure 3. Fidelis XPS Connect+ doesontain an integrated managemeoonsole it

WWW.FIDELIS .COM
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mustbe managed by an external Fidelis XPS CommandPostrsyiSidelisXPS Connect+ plus is
the right choice for applications with high performance requirements and applications where
multiple Fidelis XPS sensors need to be managed by a BidglesXPS CommandPost.
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Figure3 - Adelis XPS Connect+ Architecture

The SCIP Protocol

SCIP is a simpligghtweight,text based, client/serverequest/response protocdhat runsover
TCP or TLS transportlt isveryeasy to implement, vergfficient,and supports the transfer of
binary data.

The SCIP protocol occurs between a SCIP client and a SCIP server. The SCIP server is a Fidelis XPS
Connect or XPS Connect+ system. The SCIP client is a system or application that wants to utilize

the document decoding, content analyséd polcy services offered by the SCIP server. Ina

normal SCIP transaction the SCIP client opens a TCP or TLS connection to the SCIP server and
sends it one or more blocks of data. The SCIP server decodes the data (if necessary), analyzes it,
applies its polig logic to it, and returns a policy result to the SCIP client. The SCIP client then

enforces the policy decision in whatever way it chooses. The relationship between the SCIP

client and the SCIP server is shown in Figure

WWW.FIDELIS .COM
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Figure4 - SCIP Clients aidelis XPS Connect

SCIP Transactions

A SCIP transactian2 NJ & { / L donsiatSoh &iSCH yeguest and a SCIP response contained
within a single TCP or TLS connection. In a SCIP request, the SCIP client sends one or more
blocks of data to the SCIBdt for analysis. The SCIP host decodes and analyzes and returns a
policy result for each data block received from the client.

' {/ Lt NBljdSad GKIG O2ydalAya 2yte 2yS RIEGEFE of 201
the transaction that containsk & {1y 2¢y +a | GadyOKNRy2dza {/ Lt NI
synchronous SCIP transaction is shown below in Figure
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Figure5 - Synchronous SCIP Transaction
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requesi 2¢ YR GKS GNIyal OliAaz2y GKIG O2ydalrAaya Al Aa |
In an asynchronous SCIP transaction, the SCIP client sends a number of SCIP request data blocks

to the SCIP server over the saf@Ror TLSonnection. The SCIP sendecodes and analyzes

the data blocks and returns a SCIP response block for each SCIP request data block received. It

is important to note that the SCIP server may not return SCIP response blocks in the same order

in which thecorrespondingsCIP requestata blocks were received. The SCIP protocol includes

a mechanism that enableéle SCIP client to associate a particular SCIP response block with a

particular SCIP request data block (the FileID parameter, discussed below).

Figure6 - Asynchronous SCIPansaction

SCIP Requests

A properly formatted SCIP request must begin with a SCIP requeslistaaind must contain
exactly one SCIP request stine. The SCIP request stiine is:

SCIP 0.2 mode content
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